
DC3 Cyber Crime Center

DoD CYBER CRIME CENTER
410-981-0310  |  www.dc3.mil  |  info@dc3.milCFL@dc3.mil @DC3Forensics

UNCLASSIFIED

UNCLASSIFIED

A CFL Practitioner performing an advanced 
data acquisition process.

CFL FACT SHEET
The Cyber Forensics Laboratory 
(CFL) performs Digital and 
Multimedia (D/MM) forensic 
examinations, device repair, data 
extraction, and expert testimony 
for DC3 customers. The lab’s robust 
intrusion and malware analysis 

capability supports law enforcement, counterintelligence, and 
Defense Industrial Base activities and operations. CFL also interacts 
with the Defense Cyber Operations Panel which consists of Defense 
Criminal Investigative Organizations and Military Department 
Counterintelligence Organizations to develop future requirements 
for innovative digital investigations.

CFL is accredited under ISO 17025 by the ANSI National 
Accreditation Board which guides reliable, repeatable, and valid 
examination results, subjected to quality control and peer review.

• Digital and Multimedia (D/MM) forensic examinations

• Device Repair

• Data Extraction

• Expert Testimony for DC3 Customers

“ CFL’s robust
intrusion and 
malware analysis 
capability supports 
law enforcement, 
counterintelligence, 
and DIB activities 
and operations.”

—CFL
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• Counterterrorism

• Counterintelligence Matters

• Crime Against Persons & Property

• Fraud

• Embedded Systems & Supply Chain Analysis

• Network Intrusions

• Malware Reverse Engineering & Analysis

• Enhancing Video & Voice Recordings

• Aircraft Mishaps

• Damaged Media & Submerged Devices

• Cell Phones, Tablets & Other Smart Devices

• Encrypted Media

• Locked Mobile Devices

• Vehicle Infotainment/Telematics

• Internet of Things (IoT) Devices

• Other Emerging Technologies
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